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1 DOCUMENT INFORMATION

This document is the ~ User Guide for the SymVPN 2 .00 .

rd

SymVPN 2.00 isthe application designe d for Symbian OS based S60 3 and 5" edition phones

1.1 TERMINOLOGY

Abbreviation Definition

AP Access Point

SIS Symbian OS Installation System

S60v3/5 Symbian OSeries 6@latform (3rd and 8" edition)

SymRDP SymRDP 1.00RDFlientfor s606™ edition from Telexy Networks Inéwww.telexy.com

SymVPN SymVPN 2.00PPTR/PNclient for $603™ and 5" edition from Telexy Networks Incwivw.telexy.con)
SymNAS SymNAS.00 for S60 % and 8" edition from Telexy Networks Inawvw.telexy.con)

SymSync SymSynd..00 for S60 4 and 8" edition from Telexy Networks Inavvw.telexy.con)

1.2 REVISION HISTO RY

Date Version Description

10-Nov-08 0.01 First draft

12-Nov-08 0.02 Beta version

22-Nov-08 0.90 RC1

25-Nov-08 1.00 Release 1.00

06-Jan-09 1.00 Build 52

26-Apr-09 1.00 Build 65

04 -May-09 1.00 Build 71

28-Sep-09 1.00.079 Build 79

16-0Oct-09 1.00.0 80 Corresponds to version 1.00.080
10-Mar-10 2.00.084 Corresponds to version 2.00.084

|
.._ Sym VPN_2_00_S60_UserGuide.doc Page 4 of 23 © Telexy Networks Inc., www.telexy.com


http://www.telexy.com/
http://www.telexy.com/
http://www.telexy.com/
http://www.telexy.com/

SYMVPN 2.00 (S603 RPanD 5™) U ser GUIDE PUBLIC

e TELEXY
“ NETWORKS

2 INTRODUCTION

SymVPN 2 .00 for S60 3™ and 5", or just SymVPN in this document, is VPN client application
that:

- provides individual users with secure access to their or ganization or home network;

- targeted for use with VPN Servers that support PPTP protocol (for instance: Windows
Server 2003 /2008 , Windows XP, Windows Vista , Windows 7 );

- secures basic VPN client functionality (user authentication, channel data encryption, s ession
with VPN Server management) based on PPTP tunnelling protocol.

SymVPN allows you to create a regular Access Point (from the Symbian OS point of view) that can
be used in an ordinary manner by any appropriate application that requires an Internet con nection.

For example, SymVPN -created Access Point, combined with Sym RDP, will secure your Remote
Desktop Ac cess to home or office computer  over the Internet . Or you can use it with a Web -
browser ( Opera -browser works fine for this purpose Jtogetinyouror gani zati ond6Lryomtranet.
can use it with MailForExchange to enjoy a secure channel with your corporative Exchange server.
And so on.

2.1 SUPPORTED PLATFORMS & DEVICES

The application is compatible with  S60v3/5 phones. Please visit www.telexy.com  for up -to-dated
list of Compatible Devices.

It is expected that  Sym VPN will work normally , in general, with  any S60v3/5 phones with WLAN
3G or WIMAX support .

2.2 SYMV PN-CREATED ACCESS POINT  VISIBILITY

The fact that some applicati ons do not list SymVPN -created access points does not mean that these

applications cannot see SymVPN APs. They could have displayed them just as any other
application s that show SymVPN -created access points successfully (Web, Opera, MailForExchange,
SymRDP, etc.). Those applications not displaying them  just ignore the fact that Symbian S60 v3/5
supports not only very popular LAN, CSD, PSD and other bearers, but Virtual bearer (including
VPN) as well. For some reasont hey do not include Virtual A Ps in the list of APs they offer to the
customers.

Unfortunately, this circumstance is out of our control. If you desperately need SymVPN -created

access point in some application, please address your request to the corresponding SW developer,
asking them to provide a support for Virtual AP in their application.

|
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2.3 POSSIBLE CHARGES

Connection to and use of the Internet from your cell phone is typically not free . Whether or not you
will be charged for using SymV PN (namely, for use of Internet via a Data bearer) can be
determ ined from your local service provider.

3 INSTALLATION AND PRE PARATION

The SymVPN is supplied as a single Symbian OS Installation System (SIS) file. It must be
transferred to the phone via any version of  Sym NAS or SymSync, or through USB cable, memory
card, Bluetooth or downloaded from telexy.com  website directly to you phone. Once transferred,
the standard installation process can be applied.

3.1 PRE-REQUISITES

Before installing, ensure that the phone supports any Data bearer (WLAN or 3G is most
recommended). Ma ke sure that you are in the range of a bearer through which you are going to
connect to Internet (for example WLAN router).

Make sure that you possess at least one valid access account to the existing PPTP VPN Server . It is
always a good practice to verify your VPN login parameters using some computer before trying to
doit using a phone.

If youneed an admission t 0 your or ganiizaskyow nngteworkV BdWinistrator for a proper
login name and password. If you are going to access your home network T make sure that your
home VPN is properly configured. The following links (you can google the same matters with
discretion by yourselves) detail the steps necessary to create you home VPN

- Windows 2003 Server _; - Windows XP ; - Mac OS X Server_;

- Windows Vista_; - Linux ;

If the VPN server is behind a router, Port Forwarding will need to be done on the router. Standard
port usage for PPTP is TCP port 1723 . This port will have to be forwarded to the VPN server's IP.
Also please ensure your Firewall doesn't block them.

3.2 INSTALLATION NOTICE S

3.2.1 Pre -installation reboot

Uninstall SymVPN if you have v.1.00.80 or any other prior version installed on the phone.
Uninstall SymNC if you have v.1.00.51 or any other prior version installed on the phone.
Restart the phone if SymVPN or SymNC was uninstalled.

Make sure to checkform oredetal si n fiHow to I nstal produstpageg .i on on t he

|
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Please, pay attention that ~ you have to reboot the phone

manually in order to finish the installation
@ SymVPN_S60_v_1_00_... More detail can befound i n fAHow to | nstal Ipibduste
page .

SymVPN 1.00 will be installed
on drive C:

To finish the installation
reboot the phone manually.

0K Cancel

3.3 TRIAL AND REGISTRATI ON

Telexy Networks offers its products through the following practice. Every product can be used in
two stages:

- Trial version is free to download and use. This version is fully functional; however it w orks
only for a limited period of time, starting on the date of installation. The tryout period is long

enough to under stand whether this product suit s your needs or not. Thus, by the expiration date

you can decide if you are ready to purchase the product.

- Final version of a product is fully functional and time - unlimited. First - a personalized
license needs to be purchased on the Telexy website . Then it should be registered on your phone
(see section 6.2 ). These actions legitimize the final version of the product on your device. There is

no need to download anything else. Once the license is provided, the trial version becomes fully
operational.

Thus, after the first installation the application always finds itself in the trial version state.
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4 USING SYMVPN

The basic usage of the system is described in this chapter with corresponding  screenshots.

41 HOWTO LAUNCH

W The tool i s Il aunched f r o mapilidat®on listhby rsedebting
fAiSymVPN 0 i con.

SymVPN icon can be placed in different application folders on different
devices. Usually, it could be AApplicafiionssall edo ol
folder. Please, refer to your phoneos

Screenshot  SymUPH1.00  Opera
Options Bat

41.1 Firs t launch of Trial version

First l aunch of trial version of the application always ¢
dialog to appear i in order to use the application in free trial mode you have to go through a

simple registration procedure. Duri ng this procedure  SymVPN will connect to www.telexy.com and

download a trial license for your phone. Thus, sel ect il F

<Appropriate access point> in sequence.

= 47 SymVPN 1.00

A”a SymVPN 1.00
e www.telexy.com

Ay www.telexy.com

= 47 SymVPN 1.00
v www.telexy.com

Select access point:

" (no data)

~ (no data)

Registration

Free trial registration

Registration

Product registration required!

Reqister Cancel 0K Cancel Select Cancel

When the license is downloaded, sele ct the fiRegistero option and complete th
by pressing-key.Oko soft

‘#;_ Sym VPN_2_00_S60 _UserGuide.doc Page 8 of 23 © Telexy Net works Inc., www.telexy.com
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o \"Q. SymVPN 1.00

% ‘
T wwwtelexy.com

Download

The license has been
ully downloaded

Reqister Cancel

5 "Q. SymVPN 1.00

— . ) ‘
WA wwwtelexycom dialog will appear

by pressing
application closure.

Agreement

THIS IS A LEGAL
ENFORCEABLE CONTRACT
BETWEEN YOU (USER) AND
TELEXY NETWORKS INC,
(HEREINAFTER"TELEXY"). BY

Accept

Decline

4.1.2 Regular appearance

A "Q. SymVPN 1.00 Next

W s
A www.telexy.com

Trial

14 day(s) left to expire! You
can buy latest version of
SymVPN 1.00 for S60 3rd
edition at http://www.telexy.
com

Try Register

Right after the trial registration the
Please, read it carefully and indic
"Accept" or "Decline " button.

applicationds
is atry -out; therefore it will appear on every launch (with number of
days decreasing) until trial license expiration or legal registration.
Usethe "Try"button to

o

£ 77 SymVPN 1.00
\ =~ www,telexy.com

Registration

The license has been

successfully registered

"End User License Agreement "
ate your decision
"Decline " leads to the
"Accept" means that you agree with EULA and

therefore can use the application.

s cr e e n the surrentwersion a

enter the applicati

tﬁ: Sym VPN_2_00_S60 _UserGuide.doc
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4.2 HOW TO MAINTAIN THE VPN ACCESS P OINTS

SymVPN allows you to create a special Access Points that
1) provide VPN functionality;
2) ook just like a regular AP from the Symbian OS point of view

This ability allows the SymVPN  -created AP to be used in an ordinary manner by any appropriate
applicat ion that requires an Internet connection.

New AP must be create d if:

1) If you need to connect to a new VPN. You have to know the address of the new VPN server,
login name and account to access it ;

2) If you want to copy an existing SymVPN AP, but specify a diff erent access method T
different real AP that is used underneath to create a physical connection. This is useful to
select the SymVPN AP with an underlying real AP appropriate for your location

The list of existing SymVPN AP is displayed in the main applic ation screen.

A

421 Applicationds main screen

Al ; ; ;
SymVPN 1.00 The main screen in  SymVPN provides access to SymVPN access

¥

www.telexy.com points .

The main operations allowed on SymVPN access points are listed in
the AOptionso menu:

- A Ver i ftegt®the current SymVPN access point; th e result will
be displayed on the screen: in case of success -AiConnectio
form; in case of any error i AError I nfodo dialog;

- A Ed ii togens a dialog to view or edit the current Access Point;

- Al ns & ropens adialog to create new Access Point;

Options Exit - fiDelete 0'i deletes the current Access Point;

- "License" 1 group of license -related operations:
- AProperties 01 displays the contents of the Beta license.

- iRe gi sitdewnlbads the purchased license to phone and

registers it or receives a l'icense v i &not F
available once the phone is registered) ;

Insert
License
About
Help -fAboldtstandard fAAbouto information;
Exit

- A Bu y @edirects to the developer site where the license can
be purchased (not available once the phone is registered);

- fi H e Iippoovides help description for a current context;

Select Cancel

E Sym VPN_2 _00_S60 _UserGuide.doc Page 10 of 23 © Telexy Net works Inc., www.telexy.com
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42.2 VPN Access Point creation

Usefil nserto command from the appl i cAedessdont menu to create a V|
A SymVPN Access Point is described using the following 4 fields:

- A Na me-othis is the name under which the SymVPN Access Point will be seen in the
phonebdés list of available access points;

- fAccess ipredl actess point that will be used for establishing a physical connection
(usually 7 GPRS, 3G or WLAN access p oint);

i Ho st @ddress of the VPN server that you would like to connect to (for example:
itelexy.comodo or i 7 ¥ .y@ 8neet 204 us® OuStdmised PPTP port (not the
default 1723 ) then you can indicate it using the following format:

<Host address >[: <PPTP port>]
For example: MyDomain.com:8080 or 72.64.135 .6:1724

- fAccount 07 your user account on t he fAHost o;

B
3

=L

SymVPN 1.00

New VPN Access P...

SymVPN 1.00

New VPN Access P...

-

=2

SymVPN 1.00

telexy.com

TelexyVPN

 Host

8 Nome | :
Account Account
Options Done Options Done Options Exit

If SymVPN is the only application from Telexy Netwo rks, Inc.,
#7% SymVPN 1.00 ISy ! y applicati Xy !
‘?"Accounts . ‘ installed on your phone, t he nacoauntitiee
pr first time when setting up VPN access point, it will present an empty
I i st in the HAAccount s4#£23vforehaw to §erate s

with accounts.

(no data) ,

Help

Cancel

Select Cancel

% Sym VPN_2 _00_S60 _UserGuide.doc Page 11 of 23 © Telexy Net works Inc., www.telexy.com
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If however your phone already has an application from Telex
SymVPN 1.00 your phone already ha P y
Netwo rks, Inc., then this list will likely not be empty. Select an
existi ng account if it suits the VPN A ccess Point being created. If
not, a new account needs to be created - see section 4.2.3 .

Accounts

Options Done

4.2.3 NAccounts 0 section overview.

The AAccount sod s ec tTelexy-spedfiodser aataint information that is used to ensure
secure access between a phone and computer networks (including VPN).

For the case of giving access permis sions for the phone to be accessed from a network computer,

this register includes t he accounts for users that <can access the
some Telexy product) from network computers or other phones. For the case of access in the

opposite direction (from phone to network computer or VPN), the information to be used to access

network locations or VPN networks is listed.

Standard network (or VPN) authentication methods are used to ensure secure access.

The content of this register is your own secret information. Do not
share it with others.

The register can include (if applicable) a pre -defined account AEveryoneodo that
to assign permissions for local (phones) shares.

The following operations are available in the AOptiond menu:

- A Op e ii Gselects the current account for the parent form
(equivalenttothesoft -key f@ADoneod) ;

A"g SymVPN 1.00
\ 72 Accourts

A& TestUser

- OHelpoi provides help for working with accounts

- fiCanceldi cancels the selection of the account in the parent
form;

Open
Help

Cancel
Insert - fEdito7 edits existing account  (see 4.2.3.1);

- finsert 07 creates new account (see 4.2.3.1);

Edit - fADel eitdeléte existing account
Delete

Select Cancel

% Sym VPN_2 _00_S60 _UserGuide.doc Page 12 of 23 © Telexy Net works Inc., www.telexy.com
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4.2.3.1 Account creation/editing form.

Accounts are described using the following 2 fields:

SymVPN 1.00
New Account 1) Username:
-a |l ogin name for the person th
TestUser shares from the computer
OR

- a login name for the person that has permissions to access
the network computer or VPN;

2) Password - corresponding password for the username field
above;

Options Done

IMPORTANT : Depending on authentication method of your
SymVPN 1.00 pending _ | Y
o network extended username format might be required.
The extended username format is:
telexy\guest <Domain >\ < Usernam e>

For example: telexy \ guest

DOMAIN : A collection of computers on a network that share a
common database and security policy. A domain is administered as

a unit with common rules and procedures, and each domain has a

Options pope Undue name.

4.2.4  Verification of the newl y-created VPN Access Point

Newly created VPNAccess Point must be verified before first use.
menu command.

The result of the fAVerifyo operation (if succeeded) is reprt

- AlP address 01 IP address assigned to your phone in the VPN;
-fiPDef aul t Ga tPeaddeeygsof a Default Gateway in the VPN;
-fAlP Pr i mar y i DP\aBddess of a Primary DNS in the VPN;

-AP Secondar yi IDal@éss of a Secondary DNS int he VPN;

- filP WI N SiolP address of a WINS server in the VPN;

gy
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A ""' SymVPN 1.00

W www.telexy.com
%) TelexyVPN

License
About

Select Cancel

If an error occurred
an error message:

A ";, SymVPN 1.00

\ A7 www.telexy.com

%) TelexyVPN

%) TelexyVPN

during verification of VPN

SymVPN 1.00

Connection Info fo...

o i

A "";, SymVPN 1.00

W www.telexy.com

102.168.222.11

192.168.222.15

Please wait 192.168.222.100

VIIT I I I I I ISP

Options Done

Access Point, the verification procedure will present

4" SymVPN 1.00
Y A5 Error properties

Authentication failed

Details

In this case, if the error is due to faulty set

4.2.5

Toeditan VPNAccess

A "’,' SymVPN 1.00

A7 www.telexy.com
%) TelexyVPN

Verify

Insert
Delete
License
About

Select Cancel

Point,

0k Options Done

-up of an Access Point, edit its configuration.

VPN Access Point editing

use the AEdito menu command:
= 4"
SymVPN 1.00 = £°3% SymVPN 1.00
Properties for <Tel.. O W Accounts
A TestUser
TelexyVPN
y Open
MyHome Help
il Cancel
Y »
telexy.com Insert
Account
§ TestUser | Delete
Options Done Select Cancel

‘{ Sym VPN_2_00_S60 _UserGuide.doc
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42.6 VPN Access Point  usage

You may exit SymVPN  application after c reating and verifying all required VPN Access Points . From
now on, VPN Access Point s are entered in phone configuration and can be used by appropriate
application that requires Internet connection.

.‘"‘ SymVPN 100

o i

¥

SymVPN 1.00

| ) M\/Hnmp)(P

Delete
License
About
Help

Options Exit Select Cancel

4.2.6.1 SymVPN Created VPN AP on Symbian S60 3.0 and 3.1 phones.

On S60 3.0 and 3.1 phones VPN Access Point created by SymVPN should be used as a regular
Access Point. Some applications may not be able to list and therefore use this VPN Access Point, for
more details see  section 2.2 .

4.2.6.2 SymVPN Created VPN AP on Symbian S60 3.2 and 5.0 phones.

S60 FP2 introduced new method to organize Access Points T AiNet wor k De s titiaffeatstall o ns 0,
phones starting from S60 3.2 and up.

If you have a phone that keeping Access Point in so called Destination s, then you will notice that
VPN Access Point that was newly created in SymVPN will be placed in so called Uncategorised
Destination. Many applications are not showing this Uncategorised Destination o r not working
properly with  this Destination

That is why it is recommended to create a new Destination with appropriate name and then move
created VPN Access Point from Uncategorised Destination to this new Destination.

After that you may use this newly created Destination when you need VPN connection over this
VPN Access Point created by SymVPN

% Sym VPN_2 _00_S60 _UserGuide.doc Page 15 of 23 © Telexy Net works Inc., www.telexy.com



' TELEXY
NETWORKS

'-. RD T™H
. NET R K SymVPN 2.00 (S60 3 AND 5™) U ser GUIDE PUBLIC

5 USING SYMVPN -CREATED ACCESS POINT S WITH
VARIOUS APPLICATIONS

SymVPN allows you to create a regular Access Point (from the Symbian OS point of view) that can

be used in an ordinary manner by any appropriate application that requires an Internet connection.

We are showing a few examples on how to use the SymVPN -created AP with some application,
however, we are sure that you will find your own way to use it.

5.1 EXAMP LE USAGE WITH SYM RDP

SymVPN -created Access Point, combined with Sym RDP, will secure your  Remote Desktop A ccess to
the h ome or office computer  over the Internet

[e]

5.2 EXAMPLE USAGE WITHO PERA WEB -BROWSER

Or you can use it with Opera  -browsertogetinyouro r gani zationé6s I ntranet.

¥ Local page

Local page

Top 10

» Home Page
» 404 Not Found
» http://bmnt/mobile

l[ Search |

Select access point:

Games  Share online SymSHB 4.00

€ °

Ip ! ‘
g @ i ‘
Screenshot  SymUPN1.00  Opera M 4l
Options Back Go to Cancel Select Cancel

http://192.168.222.100/mobile/

=
=
5
(x)
©

x TelexyVPN

% Sym VPN_2 _00_S60 _UserGuide.doc Page 16 of 23 © Telexy Net works Inc., www.telexy.com



I E IFME xr SYMVPN 2.00 (S603 " anp 5™) U Ser GUIDE PUBLIC

¥ Home Page

elexy Networks = o

Froduct] Top 10 3K
Contact us » Home Page
About us A
Full version otkaun
© Telexy 2008 » http://bmnt/mobile
» Home Page
» Home Page
b ttp:/ /192, 168.22¢, 100 /mobile]
» Web Browser
Help ¥ |
» GetStarted » Connect to Web

» Keypad Shortcuts » OperaHelp

Connecting... I_I§|
Menu Back  Menu Stop
You can use native fiWebo application as well, however, f o
attempt to get a web  -page using SymVPN created AP gives a blank web -page. At the s ame time
i Op t i\Moals(or Advanced setting) \Change connectiond shows that the conne
properly. Just repeat the fAGoto addresso commanrpdge and t hi

normally.

5.3 EXAMPLE USAGE WITHM  AIL -FOR-EXCHANGE

Another usag e example - use it with Mail - For-Exchange application to enjoy a secure channel with
your corporative Exchange server.

T\\ Mail for Exchange

N

@1 Mail for Exchange

:\\ Mail for Exchange
N

=21

v

Sync mode
Not configured ]

L

telexy.com

Current status
Idle @ Fido Homepage

OFido Internet . —= :
OFido MMS ccess point

You have no Mail for O MyHomeXP * TelexyVPN

Exchange profile. ON81h Sync while roaming

Create profile? TelexyVPN

Yes No 0K Cancel Options Back

| omde mneimn
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-

|

TestUser

ok ok ok o ok ok ok ok ok

Domain

Options Back
-~

~ Mail for Exchange
N Mail for Exchange

v

0

Content synced
E-mail

Options Exit

Signature

None

Options Back

@f Mail for Exchange
? No Mall for Excharige

Sync mode
Marual

Open

Edit profile
Delete profile
Full resync
View log

Select Cancel
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