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1 DOCUMENT INFORMATION

This document is the user guide for the

1.1 TERMINOLOGY

SymRDP 1.00 (S60 5th edition ) application.

Abbreviation Definition

AP Access Point

SIS Symbian OS Installation System

S60 Symbian OS Series 60 platform (3 ™ or 5" edition s)

RDP Remote Desktop Protocol

SymRDP RDP client for S60 5" phones from Telexy Networks Inc. ( www.telexy.com )

1.2 REVISION HISTORY

Date Version Description

11-Sep-09 0.01 First draft

14-Sep-09 0.90 RC1

25-Sep-09 1.00.042 Corresponds to Build #42

16-Oct-09 1.00.047 Corresponds to Build #47
yaa
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2 INTRODUCTION

SymRDP - is an RDP Client for Symbian S60 5th edition phones. It implements RDP v.6.

2.1 SUPPORTED PLATFORMS & DEVICES

The application is compatible with  the following S60 5™ edition devices:
- Nokia : 5800 XpressMusic , N97;
- Samsung : Omniai8910 HD.
It is expected that SymRDP 1.00 will work normally with upcoming:
- Nokia :5530 XpressMusic, 5800 Navigation Edition, 5230, N97 mini , X6 ;
- Sony Ericsson : Satio

and, in general, with  any S60 5" edition devices with WLAN , 3G or WiMAX support .

2.2 SUPPORTED RDP FEATUR ES

SymRDP 1.00.04 7 implements RDP v.6  and supports the following protocol features that need to be
checked at remote computer side in order to provide proper communication between SymRDP and
a remote computer:

2.2.1  Security Layer

V  RDP Security Layer - supported;
V  Negotiate - supported;

1 SSL (TLS1.0) i NOT supported

2.2.2  Encryption Level

V  Low - supported

V  Client Compatible - supported
V  High - supported

1 FIPS Compliant - NOT supported

2.2.3 Network Level Authentication

This feature is  available on Win2008 server and it is NOT supported by SymRDP 1.00.04 7.

as }
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Therefore SymRDP v.1.00. 047 can be used with Win2008 server only if fiNetwork Level
Authentication 0 option is turned OFF.

See section 6 for more details.

2.3 POSSIBLE CHARGES

Connection to and use of the Internet from your cell phone is typically not free. Whether or not you
will be charged for using SymRDP 1.00 (namely, for use of Internet via a Data bearer) can be
determined from your local service provider.

3 INSTALLATION AND PRE PARATION

The SymRDP 1.00 is supplied as a single Symbi an OS Installation System (SIS) file. It must be
transferred to the phone via any version of  SymNC, SymSync, orthrough USB cable, memory card,
Bluetooth or downloaded from  telexy.com website directly to you phone. Once transferred, the
standard installati  on process can be applied.

3.1 PRE-REQUISITES

Before installing, ensure that the phone supports any Data bearer (WLAN or 3G is most
recommended). Make sure that you are in the range of a bearer through which you are going to
connect to Internet (for example WL AN router).

3.2 TRIAL AND REGISTRATI ON

Telexy Networks offers its products through the following practice. Every product can be used in
two stages:

- Trial version is free to download and use. This version is fully functional; however it works
only for a limi ted period of time, starting on the date of installation. The tryout period is long
enough to under stand whether this product suit s your needs or not. Thus, by the expiration date
you can decide if you are ready to purchase the product.

- Final version of a product is fully functional and time - unlimited. First - a personalized
license needs to be purchased on the Telexy website . Then it should be registered on your phone
(see section 5.2 ). These actions legitimize the final version of the product on your device. There is
no need to download anything else. Once the license is provided, the trial versio n becomes fully
operational.

Thus, after the first installation the application always finds itself in the trial version state.

as }
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4 USING THE TOOL

The basic usage of the system is described in this chapter with corresponding  screenshots.

41 HOW TO LAUNCH

The tool i s Il aunched from
application | i sSymRDR 0sekec
AP News Bloomberg Facebook
2
Slideshow Boingo -
2 [ —
Options
SIM Appl. OfficeSuite Screenshot ~ ScreenSnap
4.1.1  First launch of Trial version
First |l aunch of trial version of the application al ways ¢
dialog to appear T in order to use the applicati on in free trial mode you have to go through a
simple registration procedure. During this procedure SymRDP 1.00 will connect to www.telexy.com
and download a trial Il icense for your phone. Thus, select

<Appropriate a ccess point> in sequence.

Select connection:

@ Search for WLAN

Registration

Download prepaid license

Registration
Product registration required! Enter registration code

Uncategorised
1 access point

0K
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When the |license is downloaded, select the fiRegistero opti
by pressing-keff.Oko sof't

Download Registration

The license has been successfully The license has been successfully
downloaded registered

Right after the trial registration the "End User License
Ag reement Agreement " dialog w ill appear. Please, read it carefully
THIS IS A LEGAL AND ENFORCEABLE and indicate your decision by pressing "Accept" or
CONTRACT BETWEEN YOU (USER) "Decline " button. "Decline " leads to the application
AND TELEXY NETWORKS INC. ‘ closure. "Accept" means that you agree with EULA and
(HEREINAFTER"TELEXY"). BY therefore can use the application.

INSTALLING OR USING THIS

SOFTWARE, YOU AGREE TO BE

4.1.2 Regular appearance

] Next applicationés screen is
Trial current versionis atry  -out; therefore it will appear on
14 day(s) left to expire! You can every launch (with number of days decreasing) until
buy latest version of SymRDP 1.00 trial license expiration or legal registration. Use the

"Try"button to enter tnaapageppl i

at http://www telexy.com

42 HOWTO ORGANIZE

Using SymRDP, an RDP session with a network computer can be established in two ways:

1) Through the entry "Network" (see section 4.2.3 ), allowing to browse network neighbourhood till
th e level of available servers and workstations;

as }
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2) Or through  the list of previously created RDP links (see section 4.2.4 ), describing supported RDP

sessions with preconfigured computers. This list is accumulated as one use s the SymRDP
application.

4.2.1  User rights for RDP session

In order to establish an RDP session with a network computer the user must have corresponding
permissions to the computer he plans to access. At a minimum, the user:

1) musthave aregistered account (logi  n-name and, possibly, a password) and

2) be a member of "Remote Desktop Users" group.

422 Applicationds main screen

SymRdp 1.00 | The main screenin  SymRDP application includes the following
¥ www.telexy.com - Entry "Network”

- List of RDP links (is empty after installation)

Options

423 Entry fANetwor ko

Entry "Network" provides the standard Telexy -method of browsing the network neighbo urhood.
Upon entering this option (see below) , the user is shown Access points which can be used for the
network observing. This leads to a list of network compu ters that can be accessed by this user
(upon the first connection username and password may be requested.)
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SymRdp 1.00 .. I symRdp 1.00
¥ Choose access point ¥ Connectas

® Boingo Password

@ Easy WLAN

SymRdp 1.00
¥ Network

@ hpsetup

@ WLAN_NETWORK

Options Options Options Back

42.3.1 Menu AOptionso for network workstations

The menu "Options" is available as long as there is at least one network computer available Lt
provides the following actions:

- "Connect" - creates an RDP session (see section 4.3) for the selected network computer. RDP
session parameters are specified on the "RDP Information" screen (see section 4.2.6.2 );

- "Create RDP Link" - opens the form for creating an RDP link to the selected network computer
with values preset for current context (see section 4.2.6.1 ). If everythi ng is already correct, the
user just needs to confirm this form. The link will be created and placed in the "List of RDP Links"
(see section 4.2.4).

SymRdp 1.00 o SymRdp 1.00
¥ RDP information ¥ New RDP link

Host ' Name
HOME-LUI HOME-LUI
Account Host
test HOME-LUI
reen resolutior Account
. o 1280x720 J test
Session to open Screen resolution
Regular * Phone screen size
Color depth Session to open
16 BPP Console
Mouse handedness Color depth
Right * 8 BPP

Show open apps.

Create RDP link

Options Options

-: Sym RDP_1_00_S60_5_UserGuide.doc Page 10 of 26 E Telexy Networks Inc., www.telexy.com



we' TELEXY
[ ] RD
. NETWORKS SyMmRDP 1.00 (S60 5 EDITION ) U ser GUIDE PUBLIC

4.2.4 List of RDP links

Each of the links in the list of RDP lin ks contains the information required to establish an RDP
session with pre -defined network computer. This is described in more detail in the section 4.2.6 .
SymRdp 1.00 ia 3 Each RDP link allows the following
¥ www.telexy.com e actions available und er "Options":
"Connect” - opens an RDP
session with parameters

@ Network corresponding to the current RDP

Show open apps. % |
——— R
- "Modify" - opens a dialog to
view or edit the current RDP link;

Modify

Add new )
- "Add new" - opens a dialog to
Remove manually create a new RDP link;

Accounts - "Remove" - removes the
License current RDP link;

About

Exit Select Cancel

4.2.5 The rest of menu options available in the main window

The rest of menu options available in the main application window

are:
- "Accounts" - lists users which can be used to establish RDP
sessions with network wo  rkstations (see more detall in the section
Modify 42.7);
Add new - "License" - groups the license -related operations (see more

detail in chapter5 ):
Remove

- "Buy" - redirects to the developer site where the license

Accounts ) . .
can be purchased (not available once the phone is registered);

- "Register" - downloads the purchased license to the phone

Registration

and registers it or receives a license via "Registration Code" (not
available once the phone is registered);

- "Properties" - displays the registered license content.

- "About" T shows standard "About" information;

- "Help" - provides the help hints;

- "Exit" - exits the application;
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426 RDP Link view/ed it form

An RDP link may be created explicitly via "Add new" command in the application main window (see
4.2.4 ), or applying "Create RDP link" command when browsing through the "Network" entry (see
4.2.3 ). Either way creating /viewing or editing an RDP link is done via the "RDP link view/edit" form.

An RDP link is defined using the following fields:

SymRdp 1.00 - - "Name" - name of the RDP link; it isup to userto define any
¥ New RDP link appropriate name for  this field ;
- "Host" - computer name (or IP address) of the network
None : server/workstation accessed via this RDP link. Using the
“Host computer name is the normal way to specify a network
None computer targeted for an RDP session (via browsing through
Access point ANet wor k of 4e218t).fif yor some reason the computer is
* not visible in the @ANetworko se
Account address 1 try entering it here. Unconventional RDP port can be

Everyone
Screen resolution
1280x720 MyOffice:3388 or 192.168.1.100:3387
Session to open
LG TETS
Color depth

specified via fA:0 notati oninstrce:er

- "Access point" - Symbian Access Point  (including SymVPN -
created ) used to access the network computer for an RDP
16 BPP session. i Al ways asko option is avail

- "Account" - specifies a link to the user account which has
permissions to establish an RDP session with the "Host" (see
4.2.7 for more details on Telexy System).

- "Screen resolution" - desirable host screen resolution. The following options are supported:

- "Phone screen size" - the host resolution will correspond with a resolution of your phone
screen (most  likely 640 X 320) - the best option to access Windows Media;

- "1280X720" - recommended for all other regular desktops;
- "Sessiontoopen” T ARegul aro and AConsoled options are supported;
- "Colourdepth" - defines a comfortable level of colour (8, 16 or 24 BP P are supported);
- "Mouse Handedness" 7T ARi ght ¢ or ALeftodo handegdness can be selected

426.1 "Create RDP Link" form

While creating an RDP link  when in network browsing via  "Create RDP Link" action _, this form omits
the fie lds "Host" & "Access point" since they are already explicitly set at the previous steps.

426.2 "RDP information" form

The same form is used if the user applies the "Connect" command from within the network
browsing section (see 4.2.3.1 ). It has the title "RDP information" and can be used to modify
"Account’, " Screen resolution", "Ciluedepth"ornfiMouspehandiednesso
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4.2.7 fAccounts 0 section overview.

SymRdp 1.00 ‘- he HfAAccount sO sect Tetexy-speoifrictuaer acsount h
¥ Accounts information that is used to ensure secure access between a phone
and computer networks (including VPN connections and RDP
&3 Everyone sessions ).
_ For the case of giving access permissions for the phone to be
accessed from a network computer, this regist er include s the

accounts for wusers that can access
by some Telexy product) from network computers or other phones.

For the case of access in the opposite direction (from phone to
network computer  (including RDP) or VPN), the information to be
used to access network locations or VPN networks is listed.

Standard network ( /RDP or VPN) authentication methods are used
to ensure secure access.

The content of this register is your own secret

Options I information. Do not share it with others.
The register can include (if applicable) a pre -defined account AEveryoneo that is
assign permissions for local (phones) shares. | f AEveryoneo user is assigned to

RDP session will always start with logon dialog (see exa mplein 4.3.2)

The following operations are available in the fAiOptiono men

- fiHelpoi provides help for working with accounts ;
- NAddnew 01 creates new account (see 4.2.7.1 );
- fAModify 071 edits existing account  (see 4.2.7.1 );

- fRemove 01 delete existing account

Show open apps.

Help

Modify

Remove
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4.2.7.1  Account creation/editing form.
SymRdp 1.00 Accounts are described using the following 2 fields:
¥ New Account 1) Usemname:
m_' -a login name for the person tt

. * None
Password

Options

SymRdp 1.00

¥ New Account

11:30 am

* tele

uest _J
Password

Options

shares from the computer

OR

- alogin name for the person that has permissions to access

the network computer

2) Password
above;

IMPORTANT

(including RDP session)

or VPN;

- corresponding pa ssword for the username field

Depending on authentication method of your

network extended username format might be required.

The extended username format is:

<Domain >\ <Username >

For example: telexy \ guest

DOMAIN

: A collection of computers on a network that share a

common database and security policy. A domain is administered
as a unit with common rules and procedures, and each domain

has a unique name.

-: Sym RDP_1_00_S60_5_UserGuide.doc
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4.3 HOW TO USE

4.3.1 RDP session start

To start an RDP session select desirable RDP

link from the list and apply command
Show open apps.

—_— AfConnegsee d24)o0r use fANetwo

as described in  4.2.3.1 .

Modify

A successful creation of an RDP session is
Add new followed by t he loading of the network
Remove computer screen  (see below) .

4.3.2 RDP session landscape layout

Be aware that an RDP session always uses
landscape layout. Thus, if the phone is in the
portrait mode  when an RDP session starts it
will be automatically switched to the landscape
e mode. Upon completion of the RDP session the

gy original screen mode will be restored.

Log on to: HOME-LUI {this computer)

) [[cancel ] [ options <<

4.3.3 Provided services

To control the network computer via the RDP session SymRDP offers the following services:
- scrolling for controlling the visible section of the screen (see section 4.3.3.2 ),
- "Options " menu access (see section 4.3.3.4);
- mouse control access (see section 4.3.3.5);

- computer key board access via the virtual SymRDP keyboard (see section 4.3.3.6 ) or the
physical phone keyboard (see section 4.3.3.7 );

4331 Recommended touch input - stylus

Most of input can be done using touch-screen functionality with a finger. Input controls that are
provided by SymRdp were designed with this requirement in mind. However, to control some GUI
objects on a computer screen, the recommended practice is to use a stylus rather than a finger (or,
maybe sharp nail as a last resort).

as }
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4.3.3.2 Scrolling

SymRDP uses the whole phone screen for an
RDP session. If the "Screen resolution" was not

set to " Phone screen size or the virtual
keyboard is up (taking up part of the screen),
the scrolling bars ap pear (horizontal on the

bottom and vertical on the right).

i4 start

4.3.3.3 Virtual menu

There is a menu containing three semi -transparent buttons
at the top center of the screen (from left to right):

1) Menu "Options";
2) Virtual keyboard control;
3) Mouse input control;

This menu cannot be dragged in the current version of SYymRDP. To access the top of a computer
screen that is covered by the SymRDP Virtual Menu, please use the scrolling.

4.3.34 Menu "Options"

Pressing the left menu button of the SymRDP
Virtual Menu brings up t  he standard S60 menu
"Options", containing  three actions:

- AZoom I ndo/ 0Zooim zodhing ¢
operations  (only twofold zoom is
supported);

- "Close" - closes the current RDP session;

- "Help" - provides help hint;

as }
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